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Agenda

« O nas anovinky

- Zasveceni do problému sdileni

* Moznosti zabezpeceni externiho sdileni v Azure Active Directory

* Moznosti zabezpeéeni externiho sdileni v SharePoint Online & OneDrive Admin Center

- Reseni spoleénosti ALEF
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Microsoft licence v Alefu

CSP - mésicni a roCni predplatné / trvalé licence
» Microsoft 365 / Office 365 / Dynamics 365

* Windows 10/ Windows 365 / EMS / Intune
 Azure

Open licence / Open Value / Open Value Subscription
« Trvalé licence / splatky / pronajem
* Moznost Software Assurance

FPP
» Krabicové produkty

ISV
» DevOps nastroje

SPLA
» Licence pro poskytovatele sluzeb

X ALEF



Novinky

Windows 365 — srpen 2021
* Cloud service streaming full Windows experience

Windows Server 2022 — od zari/fijen 2021 1
.

« zvySeni cen cca 5-10% vcetné CAL

Office 2021 — rijen 2021 e

5 5 o i
« zvySeni cen cca 10% Office 2021

Windows 11 - fijen 2021

« Upgrade zdarma pro W10 pocitaCe splnujici pozadavky

X ALEF




Aktuality

Ukonceni licen€éniho programu Microsoft OPEN

« zvySeni cen o cca 5%

Zvyseni cen CSP — cca 10-25%
« od 1.3.2022

= & & P o F » - & € » =
) komerénll edlce /2(;1\ 2012 @ 2014 /20-15\ 2016 /2(;7\ 2018 @ 2020 @

3 &= sm L v R

o M365 Business Basic / Business Premium / E3
o Office 365 E1/E3/E5

New commerce experience

» Odrijna 2021, pfechodné obdobi do unora 2022
» Vice pravidel = vétSi prediktibilita

* Mésicni / ro€ni / tfilety zavazek

X ALEF




ALEF

Zameéreni naseho tymu v ramci on-premise reseni

- Bezpecnostni analyza Windows infrastruktury
« Active Directory

* Windows servery a stanice

- Zabezpeceni Windows infrastruktury
« Tiering model
- Security Baselines
* Privileged Access Workstation

- Skoleni

N ALEF O nas (5/6)
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Zameéreni naseho tymu v ramci cloudového reseni =. Microsoft 365

- Analyzy prostredi

« Navrh a implementace reseni

« Migrace do cloudu Microsoft 365

- Zabezpecéeni prostredi Microsoft 365 a Azure

* Intranet v SharePoint Online & Microsoft Teams
- Digitalizace a automatizace procesu

« Sprava firemnich zarizeni

* Adopce a Skoleni

N ALEF O nas (6/6) 10



Zasveceni do problemu



Doba se zmeénila
i~
& FiIeServe} &

Uzivatel Pepa \ Externi uzivatel

Outlook / uloz.to
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Jak to je dnes

2 y S|

Uzivatel Pepa Externi uzivatel
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Sdileni v Microsoft 365

Zakladni nastaveni

* Po ziskani tenantu absolutni volnost v moznostech sdileni

* Nekontrolovatelné vytvareni pracovnich prostoru, ze kterych Ize neomezené sdilet
(Microsoft Teams, Planner, SharePoint Online & OneDrive)

Externi sdileni

Obsah je moZné sdilet s témito uzivateli:
£ SharePoint @ OneDrive

O NeivvEEi 0 . . v . O Véichni

€Jvyssi uroven opravnent UZivatelé miZzou sdilet soubory a slozky pomoci odkazt, které nevyZzaduji pfihlasent.
Novi a existujici hosté
Hosté se musi pfihlasit nebo zadat ovéfovaci kod.

Existujici hosté
Jenom hosté, ktefi uZ jsou v adresari vasi organizace

Jenom lidé ve vasi organizaci

Nejnizsi droveri opravnéni Neni povolené Zadné externi sdileni.

N ALEF Zasvéceni do problému (3 /10)
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Sdileni v Microsoft 365

Ukazka poctu webu po roce a pul ~400 uzivatelu

ALdwn sin

N ALEF Zasvéceni do problému (4/10)
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Zakladni nastaveni &

Externi uzivatel
@alef.com

$— 2

Externi uzivatel
@gmail.com

a

Uzivatel Pepa

a

Externi uzivatel
@seznam.cz
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Sdileni v Microsoft 365

Viditelnost sdileni

* OneDrive ukaze alespon pfiznakem sdilené soubory, SharePoint Online vSak nikoliv

* Nebezpedi nechténého uniku informaci

My files
[7 Name v Modified v Modified By v
Poznamkové bloky MNaovember 12, ... Marek Kyzivat
Recordings June 17 Marek Kyzivat
;  Marek @ ukazky June 21 Marek Kyzivat
B3 Reporty.xlsx June 21 Marek Kyzivat

N ALEF Zasvéceni do problému (6 /10)

File size v

1 item

2 items

10.6 KB

Sharing
Private
Private
Private

& Shared
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Sdileni v Microsoft 365

Viditelnost sdileni

» Sloupce s informaci o sdileni nejsou viditelna v pruzkumniku

]

Name

Customers
B Desktop
= Documents
Internal
.. Logos
Microsoft Teams Chat Files

Personal

X ALEF

Status

] Py T
Ifi__] IfLJ P

2

Date modified

24.05.2021 11:01
22.09.2021 12:15
22.09.2021 12:12
21.09.2021 13:47
21.09.2021 16:19
24.05.20217 11:01
27.08.2021 13:22

Zasvéceni do problému (7/10)

Type

le folder

le folder

le folder

le folder

le folder

le folder

le folder
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Sdileni v Microsoft 365

Auditovatelnost

* Audit pouze 90 dni (1 rok u licenci ES)

* Nedostupné pro bézné uzivatele

L Export v
Date IP Address User T
Aug 23, 2021 11:30 AM 185.63.99.23 kyzivat@ukazky.onmicrosoft.com
Aug 23, 2021 10:51 AM 185.63.99.23

kyzivat@ukazky.onmicrosoft.com

X ALEF

Manualni reporty sdilenych soubort za jednotlivé weby do .csv

Shared with external users

j- Run report

Name

B Evidence ¢innosti.xlsx

B prehled_testuxlsx

Activity

User added to secure link

User added to secure link

Zasvéceni do problému (8/10)

Modified |
3 hours ago
Yesterday at 10:14:58 AM

2 items

Item Detail
https://ukazky-my.sharepoint.com/per...

https://ukazky-my.sharepoint.com/per...
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Sdileni v Microsoft 365

CSVreport

N ALEF Zasvéceni do problému (9/10)
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Sdileni v Microsoft 365

Rekapitulace

Otevienost prostredi

Viditelnost sdileni

Auditovatelnost

N ALEF Zasvéceni do problému (10/10)



Moznosti zabezpeceni
externiho sdileni v
Azure Active Directory



Azure Active Directory @

Nastaveni externi spoluprace

*  Moznost omezit spolupraci pouze s vybranymi domeénami
« Aplikuje se skrze celé prostredi Microsoft 365 ve smyslu autentizace

* Neovlivni anonymni linky z prostfedi SharePoint Online a OneDrive

Omezeni spoluprace
I!l UmozZnit zasilani pozvanek na libovolnou doménu (nejvolnéjsi)
O Zakazat zasilani pozvanek na konkrétni domény

O UmozZnit zasilani pozvanek jen na konkrétni domeény (nejvice omezujici)

Moznosti zabezpeceni externiho sdileni v
N ALEF Azure Active Directory (1/2)

24



Azure Active Directory @

Nastaveni externi spoluprace

*  Omezeni pozvanek pro externi uzivatele

Nastaveni pozvanek uzivatel(

Omezeni pozvanek hostam ()

Dalsi informace

@ Kdokoli v organizaci mlze pozvat uzivatele typu host, véetné hostd a uzivatell, ktefi nejsou spravci (nejmensi omezeni)

O Zvat uZivatele typu host mizZou jen clenove a uzivatelg, ktefi maji prifazené konkrétni role spravcd, véetné hostd s opravnénimi clena
O Zvat uzivatele typu host miZou jen uzivatelg, kteri maji pfifazené konkretni role spravcd

O Nikdo v organizaci nemizZe zvat uzivatele typu host, ani spravci (nejvétsi omezeni)

Moznosti zabezpeceni externiho sdileni v
N ALEF Azure Active Directory (2/2)
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Moznosti zabezpeceni
externiho sdileni v
SharePoint Online &
OneDrive Admin Center



SharePoint Online admin center *

Zasady sdileni
* Nastaveni sluzby SharePoint ovlivni sluzbu OneDrive

& R IRT-1TT

Moznosti zabezpeceni externiho sdileni v
N ALEF SharePoint Online & OneDrive Admin Center
(1/7)
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SharePoint Online admin center *

Zasady sdileni

X ALEF

Lze nastavit pro celou organizaci, nebo na jednotlivych webech

Moznost vyprseni pfistupu hosta (30—730 dni)

Dalsi nastaveni externiho sdileni ™

D Omezit externi sdileni podle domény

D Povolit externi sdileni jen s uZivateli v konkrétnich skupinach zabezpeceni

Hosté se musi pfihlasit pomoci stejného Gctu, na ktery se odesilaji pozvéanky ke sdileni.

D Povolit hostdm sdilet polozky, které nevlastni

Pristup hosta k webu nebo OneDrivu automaticky vyprsi po uplynuti tohoto pocétu dni

®

D UZivatelé, ktefi pouZivaji ovérovaci kéd, se musi znovu ovéfit po tomto poctu dnd

Moznosti zabezpeceni externiho sdileni v
SharePoint Online & OneDrive Admin Center
(2/7)
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SharePoint Online admin center
Zasady sdileni

:::  SharePoint £ Search this site

Access Expiration X

!? There are 2 guests who will lose access in the next 21 days. Manage

Your organization requires guests to lose access

to this site after 30 days.
= N Communication site
= Home Documents Pages Site contents Edil
L Search
+ New v [ Discard changes 9 Page details

Name Expiration |
marekkyzivat Oct 9
marekkyzivat@gmail.
marek kyza@... Oct 9

marek.kyza@seznam.

mk.alef@sez... Oct 15

mk.alef@seznam.cz

mk.alef@sez... Oct 15

mk.alef@seznam.cz

Moznosti zabezpeceni externiho sdileni v
~N ALEF SharePoint Online & OneDrive Admin Center
(3/7)



SharePoint Online admin center
Zasady sdileni

Aktivni weby

L] N aStaven I’ n a jed n Otl iVyCh We beCh Tato stranka slouzi k razeni a filtrovani web( a ke spravé nastaveni webu. e Sdﬂeni

Vytvofit Upravit Opréavnéni Rozbodovaé Sdileni  ---

ZVYé I’ n é ro ky n a S p révu y a | e d OVOl I’ | Nastaveni sdileni dostupné pro tuto stranku zavisi na vasem nastaveni na Grovni

organizace.Dals informace o nastaven( externiho sdileni
Néazev webu 1 Adresa URL Teams

rozmanitost nastaveni .

Obsah webu je mozné sdilet s témito uzivateli:

ewsHub sites/NewsHub - nglchm
. Uzivatelé mizou sdilet soubory a slozky pomoci odkazd, které nevyzaduiji
e - pfihlasent.

- Lze definovat expiraci per jednotlivé : A

Hosté se musi pfihlasit nebo zadat ovéiovaci kod.

weby

O Jenom existujici hosté
Jenom hosté, ktefi uZ jsou v adreséri vasi organizace

O Jenom lidé ve vasi organizaci
kazka Eisillans - . PP
- RAeE S Nenf povolené zadné externi sdilent.

Rozsifené nastaveni pro externi sdileni /™

m Zrusit QObnovit nastaveni na Urovni organizace

Moznosti zabezpeceni externiho sdileni v
N ALEF SharePoint Online & OneDrive Admin Center 31
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SharePoint Online admin center *

Zasady sdileni

Omezeni sdileni pro vybrané domény ovlivni jak sluzbu SharePoint Online tak OneDrive, pokud
neni nastaveno nad jednotlivymi weby SharePoint Online

OneDrive jednotlivych uzivatell se da limitovat na vybrané domény pomoci pfikazt PowerShell,
je to vSak znaCna administrativni zatéz

Connect-5P0Service -Url https://ukazky-admin.sharepoint. com

Get-5P05ite -Identity https://ukazky-my.sharepoint.com/personal kyzivat_ukazky_onmicrosoft_com select =

Set-5P05S1te -Identity https://ukazky-my.sharepoint. com/personal kyzivat_ukazky_onmicrosoft_com -SharingCapability ExternalUserSharingOnly

S5et-5P05Site -Identity https://ukazky-my.sharepoint.com/personal /kyvzivat_ukazlyv_onmicrosoft_com -5haringDomainRestrictionMode AllowList -SharingasllowedDomainList "alef.com™

Moznosti zabezpeceni externiho sdileni v
N ALEF SharePoint Online & OneDrive Admin Center 32
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Problem ktery jsme vyresili &

v

=2B8E

i @@
'\ &

Externi uzivatel
@seznam.cz

a

Uzivatel Pepa

a

Externi uzivatel
@gmail.com

Moznosti zabezpeceni externiho sdileni v SharePoint
N ALEF Online & OneDrive Admin Center 33
(6/7)



Co nam tedy chybi? ?
V Externi uzivatel / g @

@alef.com

BIEE
25 PO

@\&

Externi uzivatel
@seznam.cz

Uzivatel Pepa
Externi uzivatel

@gmail.com

Moznosti zabezpeceni externiho sdileni v SharePoint
N ALEF Online & OneDrive Admin Center 34
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Reseni spoleénosti ALEF



Reseni spoleénosti ALEF D[E

Formulare pro sdileni

Run flow
o [Shared] ... 122 &1 : | Add shortcut to OneDrive iIShowcase@gmail.com s Fmail”
Enter an e-mail address
A Delete Jiri Valid until *
. Share till selected date
A Automate > Request sign-off
Access rights *
. Rename Share with others Please select y
Pin to top Unshare for everyone Justification *
G Please write why you need to share
Move to Unshare for selected users
= test2.docx Copy to Power Automate > z

This flow uses SharePoint, Office 365 Users, and
Office 365 Outlook.
Review connections and actions

N ALEF Reseni spoleénosti ALEF (1/6) 36



Reseni spoleénosti ALEF

Nativni tlacitko omezeno

cZ
0 Name Modified

O [Shared] |ACME Example e B 34 minutes ago
AAA Link to 1d About an hour ago
ABC Link settings
Company 2 Who would you like this link to

Learn more

Company XYZ A o with th e link ¢

J) folder test
Marek test
Test

Testa

X ALEF

People with existing access

©

Apply

Reseni spoleénosti ALEF (2/6)

J

SharedWith

showcaseexternal@gmail.com

work for?

‘ Cancel ‘

37



Reseni spoleénosti ALEF D[E

Oznaceni sdilenych souborti

ALEF Customer Activities - Proof of Concept

Home T Upload ~ [E Editingridview 3 Sync 5 Add shortcut to OneDrive
cz
CZ
CZ Create
Sharepoint excel import_t... O [ IName v Modified SharedWith
Sharelog IACME Example February 12
Recycle bin [Shared] Marek test 3 minutes ago externalshowcase@gmail.com
Edit AAA Link to 1d February 26

N ALEF Reseni spoleénosti ALEF (3/6)



Reseni spoleénosti ALEF

Oznaceni sdilenych souborti

X ALEF

Name

IACME Example
[Shared] Testcomp
AAA Link to 1d

Status

Reseni spoleénosti ALEF (4/6)

A B

Date modified

22.09.2021 23:11
22.09.2021 23:11
22.09.2021 23:11
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Reseni spoleénosti ALEF

Log sdileni

ShareLog

ExternalUser
_\I
externalshowcase@gmail.com

kyzivat@gmail.com

marekkyzivat@gmail.com

ExternalUser@gmail.com

externalUser2@gmail.com

X ALEF

Company
gmail.com

gmail.com

gmail.com

gmail.com

gmail.com

ValidUntil ~

g/31/2021

7/2/2021

8/26/2021

g/12/2021

g/12/2021

Status T

Active

Expired

Revoked

Revoked

Revoked

Justification ~

Works with us an a project XYZ

File was probably removed before
expiration - Unshared - broke the
law Testing

Unshared - no longer works on a
project Works with us on a project

Unshared - Specified external user
no longer works on the project.
Sharing because of XYZ

Sharing because of XYZ

Reseni spoleénosti ALEF (5/6)

AccessLevel ~

Edit

Read-Only

Read-Only

Read-Only

Read-Only

Link ~

https://alef.sharepoint....

https://alef.sharepoint....

https://alef.sharepoint....

https://alef.sharepoint....

https://alef.sharepoint....

40

RequestedBy

ALEF - Service A

ALEF - Service A

ALEF - Service A

test mkyzivat

test mkyzivat



Reseni spoleénosti ALEF

Demo

N ALEF Reseni spoleénosti ALEF (6/6)
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Reseni spoleénosti ALEF @ *

Vyhody

X ALEF

Sdilena data jsou jednoznacné oznacena

Prehledny seznam sdilenych souboru a polozek

Moznost definovat délku platnosti pfistupu a notifikace o expiraci
Moznost implementace schvalovaciho procesu a uprav na miru

Zvysena bezpecnost vynucenim pfihlaseni pomoci externiho, nebo guest uctu namisto OTP

Reseni spoleénosti ALEF (7/7)
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Pozvanka na pristi webinar

21. rijna 2021

Webinar ,ProC hackeri vyhravaji®, zameéreny na zabezpeceni Active

Directory a klientskych stanic s kolegou Davidem Horakem.

N ALEF Zavér



X ALEF

Déekuji za pozornost

Marek.Kyzivat@alef.com
&
Jan.Hembera@alef.com



