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Bezpecna aplikace
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OWASP
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#1: Injection
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2013 OWASP Top 10

1.
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Injection

Broken authentication and session
management

Cross-site scripting (XSS)

Insecure direct object references
Security misconfiguration

Sensitive data exposure

Missing function level access control
Cross-site request forgery (CSRF)

Using components with known
vulnerabilities

10. Unvalidated redirects and forwards

2017 OWASP Top 10
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Injection

Broken authentication
Sensitive data exposure
XML external entities (XXE)
Broken access control
Security misconfiguration
Cross-site scripting (XSS)
Insecure deserialization

Using components with known
vulnerabilities

Insufficient logging
and monitoring



Login I 1%
Affiliates || 1%

2U 0668",0, 0) DROPDATBASE TABLIG W Admin [ 2%

"-;‘ ———
Betablock Il 2%

Cart [l 3%
SECURITY . Comments [llll 4%
) LA Exchweb [l 6%
SQL T mmmmmmmmmmmmmm 56%

PHP TR mnammnam e mimimmm: ssve

'%ALEF 35



™

V poslednich 8 letech bylo vyzrazeno vice nez 7.1 miliard identit
Linkedffl] awhe %2 Dropbox ::myspace  YAHOO!

117 mil. 150 mil. 70 mil. 427 mil. 3 miliardy 137 mil. 144 mil.
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“Témeér Be4-l/8 uzivatelu pouzivaji jedno heslo na vice
mistech a nezmeénili jej 5 a vice let ”
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Pristup k aplikaci
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Co s novymi prichozimi?

Jak zabranit uniku hesel
zameéstnancu?

Jak zvysit zabezpeceni
prihlasovani?
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LTM aWAF

APM

Local Traffic Management Advanced Web Application Firewall Access Policy Manager
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