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Enhancing Security
with Cisco Duo

&

Passwordless, MFA, and SSO Solutions S —

In a rapidly changing security landscape, traditional password-based systems are no longer enough. Cisco Duo
offers a robust yet user-friendly solution through passwordless authentication, multi-factor authentication (MFA),
and Single Sign-On (SSO). These technologies provide seamless, secure access to critical systems, reducing the
risks posed by modern threats.

Scenario 1:

Passwordless Authentication with Cisco Duo - Key Benefits: N
Imagine a workplace where employees need instant access to

various applications, from cloud services to internal systems, N No More Passwords: No more resets, no password-
regardless of their location. Traditionally, juggling multiple related phishing risks.

passwords causes delays and frustrations.
N Enhanced Security: Protects against brute-force

Cisco Duo revolutionizes this process with passwordless au- attacks, credential theft, and phishing.

thentication. Employees can now use biometric data, such as

Face ID or fingerprint scans, to securely access their applica- N Efficient Access: Users authenticate with biometrics
tions in just one step. Combined with Single Sign-On (SSO), or hardware keys in seconds.

they can authenticate once and gain access to multiple sys-
tems without the hassle of remembering multiple passwords.

Identity Provider +
User SSO Application Attribute Store
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1. Login initiation

2. SSOredirection 5. Passwordless authentication

3. Federated provider 6. Authentication success Passwordless Duo SSO

4. Duo authentication 7. Access granted Authentication
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Scenario 2:

Secure SSH Access with Cisco Duo MFA ( )
When your IT team or developers need to manage critical in- N SSH Keys Protection: Even if credentials are compro-
frastructure, secure SSH access is essential. Cisco Duo intro- mised, Duo ensures an additional layer of security.
duces an additional layer of protection by integrating MFA for
SSH. After entering SSH credentials, a second authentication N Seamless Integration: Duo MFA works behind the
factor is required—be it a push notification, OTP, or biometric scenes with minimal disruption to workflows.
confirmation. L )
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Scenario 3:
Windows Logon with Cisco Duo MFA ( )
Securing Windows login is crucial in a world of remote work. N Integrated Security: MFA fits seamlessly into the
With Cisco Duo MFA, the login process on desktops, laptops, Windows login process.
or virtual machines is significantly more secure. After entering
their password, users are prompted for a second factor, N Reduced Credential Theft: Even if a password is com-
such as a fingerprint scan or Duo Push notification, ensuring promised, the account remains protected.
unauthorized users cannot access critical systems. L )

© Duo Security

Login to Windows even when you're
offline

Get to work securely even without an internet
connection. With Duo Security's new Offline
Login, you can count on reliable access to the
tools and information you need, anywhere.

Enroll later (May prevent offline login)
What type of authentication method do you want to use for offline login?

@ Duo Mobile Passcode
O Security Key (YubiKey)
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