(D)DoS Story

Lubos Klokner
F5 System Engineer

|.klokner@f5.com
+421 908 755152

@Iklokner 9




Agenda

 |ntro
« Main Part

 Tools

« Different sorts of (D)DoS Attacks
« F5 Multilayer (D)DoS Protection
 |Pvb

« FW + ADC Deployments

* F5 Application Delivery Firewall

N\H

N\

© 2016 F5 Networks 2



Introduction



F5 Silverline

Attack mitigation bandwidth capacity over 2.0 Tbps
Scrubbing capacity of over 1.0 Tbps

Guaranteed bandwidth with Tier 1 carriers

Fully redundant and globally distributed data centers world
wide in each geographic region

F5 SOC is available 24/7 with security experts ready.to
respond to DDoS attacks within minutes
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F5 Silverline
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F5 Silverline

Atte Bandwidth

Scrul (Gbps)

G §Fe Data Center 1 130 4

m8]l} Data center 2 154.3 Gbps yorld

W|d ' Data Center 3

BANDWIDTH (GBPS)

F5 Data Center 4

IS0 1oTAL

© 2016 F5 Networks



F5 Silverline

Attack Traffic by IP Origin

®
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Brian Krebs

briankrebs @briankrebs
20gbps ddos on my site this afternoon. guess that's what happens when you
expose a ddos for hire service

briankrebs @briankrebs
actually make that 128Gpbs. shit just got real.

briankrebs @briankrebs
word from three sources now that vDOS proprietor AppleJ4ck just got raided
in Israel. guess that explains a lot.
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Brian Krebs

HackedByKyoto @HackedByKyoto
Yo @briankrebs guess he luck ran out...

Yarden Bidani
briankrebs @briankrebs

Alleged co-owners of attack-for-hire site vDOS arrested in Israel. CEO of a
victim company admits to BGP hijacking
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vDoS Victims

erkacs-MBP:Desktop erkac$ awk -F "," '{ print $4 }' atte -
IPs.txt \ '\ Solutions for an application world.

erkacs-MBP:Desktop erkac$ wc -l IPs.txt
171003 IPs.txt R ——eey
erkacs-MBP:Desktop erkac$ sort -u IPs.txt | wc —| -

14066 C:\Users\Lubos Klokner\Desktop\IPs-new.txt
erkacs-MBP:Desktop erkac$

site claims:
23

File Type Unique Identifier Delimiter Item Number

25 51,'DDoS', 'We\'re a legitimate stress testing company, not a DDoS service. yo
from stressing internet connections and/or servers that you do not have owner
authorization to test.\r\n\r\nAbuse of our services or use in violation of ou
service will result in being banned from our services.'

26

27 131, 'prc', 'It is necessary to raise our prices due to users stressing home co
addresses which they do not have the authorization to do so. If users desire :
services for legitimate reasons, there shouldnd€™t be an issue when it comes -
slightly more than they used to. Like I&€™ve stated, we are a legitimate stre:
company which is dedicated to assisting pentesters as well as normal users whi
in testing their own serverd@€™s resilience to multiple varieties of attacks.'

Results Inbound Connections Threats Found Percentage

14064 392

Count Threat Types A

28 119 Anonymous Proxies

29 29 Anon s Proxies + Spam Sources

30

31 Decide for yourself. 9 Anony s Proxies + Port scanning + Spam Sources

B Line 1, Column 1

ous Proxies + Port scanning

Port scanning
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Handy Tools



Available tools

hping3

root@Panetraitor:~$ hping3 -S google.es -t 4 --traceroute
HPING google.es (wland 72.14.235.164): § set, 40 headers + 6 data bytes
hop=d TTL @ during transit from ip=18.254.3.37 nane=UNKNOWN

hop=4 hoprtt=33.4 ms

hop=5 TIL © during transit from p=19.254.1.153 nane-UNKNOWN

hop=5 hoprtt=68.7 ms

hop=6 TIL @ during transit from ip=18.254.2.226 nanesUNKNOWN

hope6 hoprtt=3s.8 ms

hop=7 TIL © during transit from ip=1.254.3.226 name-UNKNOWN

hop=7 hoprtt=ss.4 ms

1

--- google.es hping statistic ---

B packets transmitted, 5 packets received, 38% packet loss

round-trip min/avg/max - 33.4/51.3/80.7 ms

root@eenetraitor:~$ hping3 -5 google.es -z --traceroute

HPING google.es (wland 72.14.235.164): § set, 46 headers + 0 data bytes
1 TTL @ during transit from ips1.168.0.1 namesUNKNOWN

hop=1 hoprtt=20.2 ms
2 TTL @ during transit from ip=10.175.240.5 name=UNKNOWN

hop=2 hoprtt=23.3 ms

4: hop=4 TTL @ during transit from ip=10.254.3.37 nane-UNKNOWN

hop=4 hoprtt=31.7 ms

HIGH ORBIT
ION CANNON

root@be:

e

e cont -oxt

Type *parianc faloworl 3 1" for help Wth sl cns

Low Orbit ION

1N GEOSYNCHONOUS ORBIT e
N e e
W anmon
STavomGBY THREADS oUTPUT  TARGETS
FIRE TEH LAZER! $ o4& L R . = - - o -
249 CANNONS DETECTED.

=[ metasploit v3.7
675 exploits - 352 auxiliary
217 payloads - 27
svn r12286 updated today (2011.04.09)

dev [core:

Dirt Jumper

Dirt jumper

Time: 09:
All

URLs

Flows HTTP-flood: 300
Stop Save
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RussKill

RussKill

Online:

Flows HTTP-flood: T Flows SYN-flood:

metasploit

# ./msfconsole

-7 api:

encoders - 8 nops

elwir
FreeTrojanBotnet,

Com

slowhttptest

e g pew geh pmes we I

Lt
bt

o i
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Available tools

hping3

root@enatraitor:~$ hping3 - google.es -t 4 --traceroute

HPING google.es (wlan® 72.14.235.164): 5 set, 40 headers + 6 data bytes
TIL 6 during transit from ip=18.254.3.37 nane=UNKNOWN

hoped hoprtt.

334 ms
hop=5 TTL 0 during transit from ip=19.254,1.153 nane-UNKNOWN
hop=5 hoprtt=68.7 ms
hop=6 TTL @ during transit from ip=10.254.2.226 name=UNKNOWN
hope6 hoprtt=35.8 ms

hop=7 TTL @ during transit from ip=10.254.3.226 nane~UNKNOWN
hop=7 hoprtt=55.4 ms

“

--- google.es hping statistic ---

B packets transmitted, S packets received, 38% packet loss
round-trip min/avg/max - 33.4/51.3/80.7 ms

itor:~$ hping3 -S google.es -z --traceroute
.es_(wland 235 48 headers + 0 data bytes
nameUNKHONN

8: hopad TTL 0 during transit from ip=10.254.3.37
hop=4 hoprtt=31.7 ms

RussKill

Pandora

slowhttptest

pvns _ssuzanrrprosel]
1

RussKill

Online:

Time: 09:40:50
All:

Online:

D,
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Available tools

© 2016 F5 Networks

OWASP HTTP Post Tool

Main

OWASP Switchblade

Introduction

#ina work anh

What is Switchblade

Presentation

Nk to presentat

Project Leader

Related Projects

Openhub

Quick Download

o Windows Installer [1] £

Email List

N/A

News and Events

In Print

N/A
Classifications

Builders

u Defenders
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Available tools

* erkaclgeckS$

e for i in $( seg 1 1000 ); do
. wget -0 /dev/null -m

* done


http://site/

Available tools

[erkac@geck]-[~1$ wc -1 hulk.py
155 hulk.py
[erkac@geck]-[~]$ python hulk.py

USAGE: python hulk.py <url>

yvou can add "safe" after url, to autoshut after dos

[erkac@geck]-[~]1$ less hulk.py



Available tools

# ______________________________________________________________________________________________
# HULK - HTTP Unbearable Load King

#

# this tool is a dos tool that is meant to put heavy load on HTTP servers in order to bring them
# to their knees by exhausting the resource pool, its is meant for research purposes only

# and any malicious usage of this tool is prohibited.

#

# author : Barry Shteiman , version 1.0



How to execute L7 DoS?

(F\'T'._'- Log In Sign Up

DigitalOcean
Simple Cloud Hosting,
Built for Developers.

Create Droplet

Droplet Hostname

Deploy an SSD cloud server
in 55 seconds.

https://m.do.co/c/f9d15bf38488




KrebsOnSecurity

8 Triple DDoOS vs. KrebsOnSecurity

“When nobody hates you, nobody knows you’re alive.” — Diplomacy, by Chris
Smither

During the last week of July, a series of steadily escalating cyber attacks directed at
my Web site and hosting provider prevented many readers from being able to reach
the site or read the content via RSS. Sorry about that. What follows is a post-
mortem on those digital sieges, which featured a mix of new and old-but-effective
attack methods.

I still don’t know who was attacking my Bits Per Second

site or why. It's not as if the )
B SJC - 172 Mbps

perpetrator(s) sent a love letter along S B LON- L P
- * B HKG - 320 Mbps
with the traffic flood. There was one DCA - 552 Mbps

indication that a story I published just

© 2016 F5 Networks
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KrebsOnSecurity

© 2016 F5 Networks

Pandora’s creators boast that it only takes 10 PCs infected with the DDoS bot to
bring down small sites, and about 30 bots to put down a mid-sized site that lacks
protection against DDoS attacks. They claim 1,000 Pandora bots are enough to

bring Russian search engine giant yandex.ru to a crawl, but that strikes me as a
bit of salesmanship and exaggeration. Prolexic said more than 1,500 Pandora-

infected bots were used in the assault on my site.

20



Different kinds of DDoS
Attacks



Types of DDoS Attacks

OWASP Top 10 (e.g. XSS),
Slowloris, Slow Post/Read,
HTTP GET/POST floods,...

DNS UDP floods,
DNS query floods,
Session DNS NXDOMAIN floods

PN SSL floods,
'::; DNS, NTP SSL renegotiation, ...

SYN/UDP/Conn. floods,
PUSH and ACK floods,
ICMP/Ping floods,
Teardrop, Smurf Attacks, ...

© 2016 F5 Networks




Types of DDoS Attacks

OWASP Top 10 (e.g. XSS),
Slowloris, Slow Post/Read,
HTTP GET/POST floods,...

Session .
N .
Blended o [P N Volumetric

N
21l
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ISO/OSI| and F5 Modules

» Increasing difficulty of attack detection

A\ 4

OSl stack Physical (1) Data Link (2) Network (3) Transport (4) Session (5) Presentation (6) Application (7)

Network attacks

SYN Flood, Connection Flood, UDP Flood, Push and ACK Floods,
Teardrop, ICMP Floods, Ping Floods and Smurf Attacks

BIG-IP AFM
SynCheck, default-deny posture, high-capacity connection table, full-
proxy traffic visibility, rate-limiting, strict TCP forwarding.

Packet Velocity Accelerator (PVA) is a purpose-built, customized
hardware solution that increases scale by an order of magnitude above
software-only solutions.
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Session attacks

DNS UDP Floods, DNS Query Floods,
DNS NXDOMAIN Floods, SSL Floods,
SSL Renegotiation

BIG-IP LTM and GTM

High-scale performance, DNS Express,
SSL termination, iRules, SSL
renegotiation validation

Application attacks

Slowloris, Slow Post,
HashDos, GET Floods

BIG-IP ASM

Positive and negative policy
reinforcement, iRules, full
proxy for HTTP, server
performance anomaly
detection

OSl stack
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F5 Multilayer (D)DoS
Protection



F5 Networks DDoS Protection

F5 SILVERLINE DDOS PROTECTION When
under

attack

« Turn on cloud-based service to stop
volumetric attacks from ever reaching
your network

« Multi-layered L3-L7 DDoS attack
protection against all attack vectors

« 24/7 attack support from security experts

F5 ON-PREMISES DDOS PROTECTION

Mitigate mid-volume, SSL, or application
targeted attacks on-premises

Complete infrastructure control

Advanced L7 attack protections

Protect Your Business and Stay Online During a DDoS Attack

© 2016 F5 Networks
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F5 Networks DDoS Protection - Reference Architecture

Legitimate
Users

DDoS
Attackers

Scanner Anonymous Anonymous Botnet
Proxies Requests

Threat Intelligence Feed

ZEQ B =

Multiple ISP
strategy
—

ool

Attackers

Cloud
Scrubbing
Service

——)
Volumetric attacks and
floods, operations
center experts, L3-7
known signature attacks

© 2016 F5 Networks

S I

ISPa/b

Network attacks:
ICMP flood,
UDP flood,
SYN flood

Network
DNS attacks: and DNS
DNS amplification,
query flood,
dictionary attack,
DNS poisoning

Next-Generation
Firewall

~»

Corporate Users

Application

SSL attacks:
SSL renegotiation,
SSL flood

HTTP attacks:
Slowloris,
slow POST,
recursive POST/GET

‘00

Financial
Services

;
ﬁ

E-Commerce

Q

Subscriber




Network DDoS Mitigation

Scanner Anonymous Anonymous Botnet

© 2016 F5 Networks

Threat Intelligence Feed

ZEQ B @

Network attacks:
ICMP flood,
UDP flood,
SYN flood

Network
DNS attacks: and DNS
DNS amplification,
query flood,
dictionary attack,
DNS poisoning

NETWORK KEY FEATURES

The network tier at the perimeter is
layer 3 and 4 network firewall
services

Simple load balancing

to a second tier
IP reputation database

Mitigates transient and low-volume
attacks

28



L7 DDoS Mitigation

APPLICATION KEY FEATURES

Application

Application-aware,
CPU-intensive defense mechanisms

2

SSL attacks: . .
SSL renegotiation, Financial

SSL flood Services

SSL termination

;
ﬁ

Web application firewall

E-Commerce

v

Application @
HTTP attacks:
Slowloris,

slow POST, Subscriber

Mitigate asymmetric and SSL-based
DDoS attacks

recursive POST/GET

A~
<‘>Strategic Point of Control

29

© 2016 F5 Networks



Cloud DDoS Protection

Legitimate
Users

DDoS
Attackers

Multiple ISP
strategy

Scrubbing ISPa/b
Service

Volumetric attacks and
floods, operations
center experts, L3-7
known signature attacks

© 2016 F5 Networks
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DDoS Architecture Scrubbing Center

Traffic Actioner Flow collection Portal provides real-
injects blackhole aggregates attack time reporting and
routes and steers l Scrubbing Center data from all sources configuration

traffic

Inspection Tools
provide input on

attacks for Traffic

Actioner & SOC Inspection Traffic Actioner / Portal
Toolsets Route Management

Inspection Plane

Signaling
I Managemen

| Y evwewwm ][]
Copied traffic I

for inspection - —
Netflow Netflow
BGP signaling{ GRE Tunnel
Legitimate * Proxy
Users ﬁ ) P 'e :
Cloud &’ ® ° { IP Reflection

Scrubbing
Service

o . ® Routin L2VPN
Switching ~ Routing/ACL ~ {2t= "o/ Mizrgc;?m (Customer\?RF Customer

Mitigation
Volumetric attacks and
oDos floods, operations __—_
Attackers center experts, L3-7

known signature attacks

Switching mirrors
traffic to Inspection
Toolsets and Routing
layer

Ingress Router Network Mitigation Proxy Mitigation Egress Routing
applies ACLs and removes advanced removes L7 returns good traffic
blackholes traffic L4 attacks Application attacks back to customer

© 2016 F5 Networks



IPVvO




IPv6 Story

« RFC2460 — 12/1998

* Challenges

* Operational
« Security

« F5 Solution

 Network
« DNS

© 2016 F5 Networks
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IPv6 Operational Challenges

 Many devices and content will not be IPv6 ready
* |Pv4 and IPv6 are not backwards compatible

* Implement a strategy where both IPv4 and IPv6 co-exist

until a complete migration to IPv6

* |Pv4 address management
* |Pv6 migration

 Manage the depletion of IPv4 addresses in
 How to connect IPv6 client to IPv4 services and vice versa
* How to publish IPv4 services for IPv4 client

© 2016 F5 Networks



IPv6 Security Challenges

* Who really knows IPv6?

* Does your firewall vendor really support IPv6?
* Visibility on IPv6

* |Pv6 DDoS Mitigation

© 2016 F5 Networks

35



F5 IPvb Answers

* Full IPvb support
* Internal communication on IPv6

* Full Proxy
« DNS/GTM module

 Firewall Module
« ADC Module

© 2016 F5 Networks
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IPv4 to IPv6 Network Migration Model

Today Intfroduce IPvé Full Migration IPv4 Fades Liberate—-All IPvé
Homogeneous Connect to IPvé Migrate IPv4 becomes Homogeneous
IPv4 external networks applications the minority IPvé

o o
= =5

© 2016 F5 Networks
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IPv6 and IPv4 Support Included

WY

= m |Pv6

 No need to tunnel
* “no dual stack clients or servers required”

* NAT IPv4 to IPv6 (and vice-versa)

 Clients can be a mix of IPv4 and IPv6
 Servers can be a mix of IPv4 and IPv6

« DNS 4-6/6-4

© 2016 F5 Networks
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DNS 64: IPv6 AAAAto IPv4 A

F5 DNS Services
@ « DDNS & Delegation

* Recursive DNS LB & Screening

* DNS 64

IPv6 Clients

© 2016 F5 Networks
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Deployments of FW+ADC



AFM Benefits

« Application access controls
« Simplified policy management
« Extensibility with iRules

© 2016 F5 Networks

XL
<OQ¢

Secure against L3-L4 D/DOS attacks
120+ DoS vectors & Hardware-based
DoS protections

Dynamic IP intelligence & Blacklisting

RTBH & Accelerated IP Shun (auto-
blacklisting)

Port misues policy

* High speed customizable FW
logs/Syslogs

» Granular reporting on attacks

* Centrally managed with BIG-IQ

* On-demand rules compilation

« Self-tuning DDoS threshold settings
» Simplified NAT/PAT work flows

41



AFM Benefits

» Attaches policies to the applications
that traffic is ultimately directed towards

* Provides a richer set of attributes and
objects for each policy context

» 3-tiered hierarchical policy context

« HTTP, SMTP, FTP, SIP, DNS protocol
\éallqllation and enforcement on granular
etails

« Streamlines rule life-cycle . _
management, reduces misconfiguration,
and increases policy effectiveness and
visibility

© 2016 F5 Networks 42



LTM Benefits

Distribute application load
across multiple servers to
increase availability

Verify health and performance
to check the status of
applications and resources

© 2016 F5 Networks

o B

R R ———

Direct a particular type of traffic
to resources designed to handle
that type of workload

Mirror connection and
persistence information to
prevent interruption in service

43



LTM Benefits

Enable state-of-the-art
optimization to dramatically
improve mobile performance

Leverage new technologies
like SPDY, HTTP/2 and
WebSockets without re-
architecting

© 2016 F5 Networks

o B

R R ———

Offload repetitive traffic from
application servers to improve
performance and scale

Compress data from
applications to reduce traffic
and overcome latency

44



LTM Benefits

Encrypt traffic with a choice of
ciphers suites based on policy,
compliance, or mobile needs

Protect customer privacy from
future decryption with a unique
key for each session

© 2016 F5 Networks

o B

Remove the blind spot that is
created by encryption for
inbound and outbound traffic

Protect and manage keys with
hardware security modules for
physical, virtual, and AWS cloud

45



FW+ADC Performance

 Network accelerators

« SSL accelerators
 Compression HW

* No useless NGFW features
* Full Proxy

« TMOS

© 2016 F5 Networks 46



FW+ADC Visibility

* Full network data visibility
« SSL offload and termination
« Provides visibility for 3" party security devices (IPS, NGFW)

* Emerging protocols

e« HTTP/2
« SPDY
« WebSockets

* Protocol Security
 DNS Tunneling
 SSH Proxy

* Magic and Miracles

© 2016 F5 Networks 47



FW+ADC Flexibility

 |Rules

« Data Plane - Inspect, transform, and make decisions based
application traffic

e |Control

 Management API - Realize new levels of automation and
configuration management

« TMSH/iCall

« Control Plane - Automate tasks based on events to improve
operations and resouce utilization

* IApps
« Application Policies - Define and deploy security, optimization
and availability services for applications

© 2016 F5 Networks
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F5 Application Delivery
Firewall



Using the Right Tool
. “Nextgeneration”firewall

=
ddd
i

Corporate

(users)

Characteristics

« QOutbound user inspection
« UserID and AppID

* Who is doing what?

« 1K users to 10K web sites

« Broad but shallow
© 2016 F5 Networks
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F5 Application Delivery Firewall

Internet
Datacenter

(servers)
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Using the Right Tool
_ F5 Application Delivery Firewall

Secures Users when
they are on the
corporate network

Secures Apps
wherever they Live

STIVM3dId 40 NOILVOdN4ld




F5 Full Proxy Architecture

Data
3 leakage

-

Slowloris attack XSS

SSL
il

SYN flood L6
ICMP flood S

SSL renegotiation

Network
Firewall
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F5 Full Proxy Architecture

Data
3 leakage

-

Slowloris attack XSS

SSL renegotiation

SYN flood
ICMP flood

Network
Firewall
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F5 Full Proxy Architecture

Virtual NetW ork DDoS Web Appligation
Patching Bibtection Firewall
Network DNS DDoS
Access Protection
Application SSL DDoS Fraud
Access Protection Protection
Network Application

Firewall DDoS Protection

© 2016 F5 Networks



F5 Synthesis
DevCentral
AskF5/Support
iIHealth
University

For further assistance please, contact me:
|.klokner@f5.com | +421 908 755152


https://synthesis.f5.com/
https://synthesis.f5.com/
https://ask.f5.com/
http://ihealth.f5.com/
http://university.f5.com/

SOLUTIONS FOR AN APPLICATION WORLD
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F5 On-premises DDoS protection

fs Solutions Products Community Support Partners Education AboutUs

O Ve r SUPPORT LOGIN SELF-HELP v DOCUMENTATION v~ SER* ™77 - e 9ADS v

DOS ATTACK NAME DOS VECTOR NAME INFORMATION HARDWARE
CATEGORY ACCELERATED
. t I I l I l . . t f . -
WI aJ O rI y O DNS QDCount Limit dns-gqdcount-limit UDP packet, DNS gdcount neg 1, VLAN inable>. To tune this

alue, in tmsh: modify sys db an value , where valde

n n n
tI I e l I l l I l Itl g ate d I I l Bad Header Bad ICMP Checksum
I r I W r Bad ICMP Frame bad-icmp-frame
3 Destination Unreachable

IPI also).

0 Echo Reply

5 Redirect

8 Echo

11 Time Exceeded

12 Parameter Problem

13 Timestamp

14 Timestamp Reply

15 Information Request

16 Information Reply

17 Address Mask Request
« 18 Addr Mask Reply
/alid IPvE types:
+ 1 Destination Unreachable

+ 2 Packet Too Big

© 2016 F5 Networks 58



Demo TCP SYN Flood - Attack Mitigated in Hardware!

Reaper Threshold Properties

Controls when connection reaping occurs Auto Last Hop /|Enabled

Uses variety of algorithms Mdinicriance Mode

» 1st: Longest Idle Connections VLAN-Keyed Connections 7| Enabled

« 2"d: Bps/PPS/Throughput Statistics

« 3'd: Random Eviction

Always avoids reaping BigIP-initiated Helecranadindroes
connections Reaper High-water Mark

Path MTU Discovery v|Enabled

v|Enabled

Reaper Low-water Mark

SYN Check™ Activation
Threshold
‘Ei

| 16384  connections

Future Plans

* Per-VS Connection Table Quotas for both ALL flows, and for “Slow”
Flows

« Additional User-Specified Reap Choices: Geo-based, Port-Based,
Oldest

© 2016 F5 Networks
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TCP SYN Flood - AFM signatures mitigation

About Security »» DoS Protection : Device Configuration

Properties

Log Pub er Mone

Local Traffic Auto Threshol

Update

Traffic Intelligence

+| | Category Al jpe Jetection Threshold P Detection Threshold Percent | Rate/Leak Limit | Auto Thr old | Bad Actor
Bad H
Bad Header - ICMP
Bad He:
Bad Header - IPv4
Bad Header - IP
Bad Header -
Bad Header-TCP
Bad Header - UDP

Flood

10000
10000
10000
10000
100 L 1000
Infinite Infinite Infinite
Infinite Infinite Infinite
10000
1000 L 10000
Infinite Infinite Infinite
10000 500

Infinite Infinite

Infin

© 2016 F5 Networks



Network DDoS Attacks - F5 signatures

+| | Category Aftack Type Detection Threshold PPS | Detection Threshold Percent | Rate/Leak Limit | Auto Threshold | Bad Actor

+ CEI’[EQEIF!,' Bad Header - DNS
10000
10000

Bad Header - ICMP NS QDCount Limit 1 5 Infinite

Bad Header - ICMP

Bad Header- DNS

Bad Header - IGMP
Bad Header - IPv4

Bad Header - IGMP

Bad Header - IPvG
Bad Header-L2

Bad Header-TCFP
Bad Header - UDP

MPVE flood 500
DMNS GMP Flood 1 500

c 100 500 1000
Flood /6 Fragment Flood Infinite Infinite Infinite
Infinite Infinite Infinite
10000 500 100000
1000 500 10000

Fragmentation
o o i
Single Endpoint s Infinite Infinite

P RS d 25 100 25
SIP
SYN A 500000 Infinite Infinite

Ead Header - ECTP P SYN Flood 90000 Infinite Infinite
SYM Overs 1000 500 10000

Cther P Window S 100000 500 Infinite

400000 Infinite Infinite

© 2016 F5 Networks




Different Network DDoS Attacks

BIG-IP® - bigipA.fSdemo.com (10.1.1.245) - Iceweasel
(& BIG-IP® - bigipA.fSde... X . F5 Denial of Service De... % | F5 Denial of Service De... % | F5 Denial of Service De... % | FS Denial of Service De... % | Using virtual server 10.1... * | +

€ & 10.1.1.245 v

= Device Management ICMPv4 flood: 1,516,132 |8
. J

\ | Security
s TCP RST flood: 485,570

Onverview I IP bad sre: 8,659 ]

Application Security

Protocol Security FIN only set: O

Network Firewall l Bad TCP flags (all flags set): 0 ]

MNetwork Address Translation | Bad Il.3 version: O r

DS Protection | Bad TCP flags (all cleared): 0 |

Evert Logs Bad TCP checksum: 0

Reporting

13:00 Jun 08, 2016 13:15:00
Security Updates

. Deails
Oiptions

Attack Type Allowed Requests Dropped Requests ¥ Tomal Requests

ICMPv4 flood 1515829 1,516,168
TCP RET fleed 495,283 495 570
Bad IP TTL value 16,094 16,094
Bad TCP checksum 16,066 16,066
Bad TCF flags (all cleared) 16,043 16,043
Bad IP version 16,039 16,039
IP bad src 8,659 8,659
Bad TCP flags (all flags set) 8,454 8,454
FIM anly set 8,435 8,435
Mo L4 1,699 3,855

e RE®
EEEEEEEEOERN

Overall 2,120,050 2,122,832

© 2016 F5 Networks




DNS DDoS Mitigation - AFM: DDoS Singnatures

| | Categony Aftack Type Detection Threshold PPS | Detection Threshold Percent | Rate/Leak Limit | Auto Threshold | Bad Actor

=l DNS
Infinite
2000
Infinite
Infinite

DME CHNAME Cuery Infinite

DOMS IXFR Query Infinite

OMS MX Cuery Infinite
OMS ME Query Infinite
OM3 OTHER Cuery Infinite
OMS PTR Cluerny Infinite
Infinite
Infinite
Infinite
2000
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DNS DDoS Mitigation

¥|Enabled
Protocol Erro ck Detection || Rate thr

Rate inc

Method Type Deteclion Status

“— — DNS DOS Detection by Query Type
B —— : When to report and attack. Absolute and
0000 pc - Relative Increase Detection Thresholds

Enabled 250000

SIP Wethod Aftack Detecti : Enabled 20000 e nere

Protocol Errors Attack Detection edby: | 500
publish Enabled 250000

notify Enabled 250000 Detection Stat Threshold

le 250000
Enabled 250000

Enabled 250000
Enabled 250000

Enabled 250000
prack Enabled 250000

Enabled 250000

other Enabled 250000

cname Enabled 250000

mx Enabled 250000

uery Attack Detection
Enabled 250000

Enabled 250000

Enabled 250000

SIP DOS DetECthn by MethOd Enabled 250000
When to report and attack -
Absolute and Relative Increase Detection Thresholds
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Application DDoS Mitigation - ASM

* Guards against RPS (TPS) and latency-based anomalies
* Provides predictive indicators
« Support IP, geolocation, URL and site wide detection criteria

* Provides heavy URL protection
* Protects against threats proactively

« Simplified reports access and added
gkView violations export support

« Advanced Prevention techniques

» Client Side Integrity Defense

« CAPTCHA (HTML or JS response)
« Source IP Blocking

« Geolocation blacklisting
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