






•
•

•

•

•



•
•

•

•

•



•
•

•

•

•



•
•

•

•

•







erkacs-MBP:Desktop erkac$ awk -F "," '{ print $4 }' attacks.txt | cut -d " " -f1 | cut -d "'" -f 2 > 

IPs.txt

erkacs-MBP:Desktop erkac$ wc -l IPs.txt

171003 IPs.txt

erkacs-MBP:Desktop erkac$ sort -u IPs.txt | wc –l

14066

erkacs-MBP:Desktop erkac$
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Application attacksNetwork attacks Session attacks

Slowloris, Slow Post, 

HashDos, GET Floods

SYN Flood, Connection Flood, UDP Flood, Push and ACK Floods, 

Teardrop, ICMP Floods, Ping Floods and Smurf Attacks

BIG-IP ASM

Positive and negative policy 

reinforcement, iRules, full 

proxy for HTTP, server 

performance anomaly 

detection

DNS UDP Floods, DNS Query Floods, 

DNS NXDOMAIN Floods, SSL Floods, 

SSL Renegotiation

BIG-IP LTM and GTM

High-scale performance, DNS Express, 

SSL termination, iRules, SSL 

renegotiation validation

BIG-IP AFM

SynCheck, default-deny posture, high-capacity connection table, full-

proxy traffic visibility, rate-limiting, strict TCP forwarding.

Packet Velocity Accelerator (PVA) is a purpose-built, customized 

hardware solution that increases scale by an order of magnitude above 

software-only solutions. 
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Increasing difficulty of attack detection
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Protect Your Business and Stay Online During a DDoS Attack

• Mitigate mid-volume, SSL, or application 

targeted attacks on-premises

• Complete infrastructure control

• Advanced L7 attack protections

• Turn on cloud-based service to stop 

volumetric attacks from ever reaching 

your network

• Multi-layered L3-L7 DDoS attack 

protection against all attack vectors

• 24/7 attack support from security experts

F5 SILVERLINE DDOS PROTECTION When 

under 

attack

F5 ON-PREMISES DDOS PROTECTION
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Multiple ISP 
strategy
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query flood,
dictionary attack,
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Network
and DNS

Next-Generation
Firewall
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Application
HTTP attacks:

Slowloris,
slow POST,

recursive POST/GET

Corporate Users

SSL attacks:
SSL renegotiation,

SSL flood
Financial
Services

E-Commerce

Subscriber

Strategic Point of Control

• The network tier at the perimeter is 
layer 3 and 4 network firewall 
services

• Simple load balancing 
to a second tier

• IP reputation database

• Mitigates transient and low-volume 
attacks

NETWORK KEY FEATURES
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APPLICATION KEY FEATURES

• Application-aware, 
CPU-intensive defense mechanisms

• SSL termination

• Web application firewall

• Mitigate asymmetric and SSL-based 
DDoS attacks
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Cloud

Legitimate
Users

DDoS 
Attackers

Cloud
Scrubbing 

Service

Volumetric attacks and 
floods, operations 

center experts, L3-7 
known signature attacks

Inspection
Toolsets

Scrubbing Center

Inspection Plane

Traffic Actioner
Route Management

Flow 
Collection

Portal

Switching Routing/ACL
Network

Mitigation

Routing
(Customer VRF)

GRE Tunnel

Proxy

IP Reflection

L2VPN Customer

Data Plane

Netflow Netflow

Copied traffic
for inspection

BGP signaling

Signaling

Visibility

Managemen
t

Proxy 
Mitigation

Switching mirrors 
traffic to Inspection 

Toolsets and Routing 
layer

Inspection Tools 
provide input on 
attacks for Traffic 
Actioner & SOC

Traffic Actioner 
injects blackhole
routes and steers 

traffic

Network Mitigation 
removes advanced 

L4 attacks

Proxy Mitigation 
removes L7

Application attacks

Flow collection 
aggregates attack 

data from all sources

Egress Routing 
returns good traffic 
back to customer

Portal provides real-
time reporting and 

configuration

Ingress Router 
applies ACLs and 
blackholes traffic











F5 Full-Proxy Architecture



Today Introduce IPv6 Full Migration IPv4 Fades Liberate–All IPv6

Homogeneous 

IPv4

Connect to IPv6 

external networks

Migrate 

applications

IPv4 becomes 

the minority

Homogeneous 

IPv6

IPv4 IPv4 IPv4 IPv6IPv6

IPv4IPv4 IPv6IPv4 IPv6 IPv4 IPv6IPv4 IPv6



Simplify IPv6 migrations with an IPv4 / IPv6 gateway

www.foo.com

IPv4 IPv6

IPv4IPv6



F5 DNS Services

Datacenter

Internet Site

LB

64

• DDNS & Delegation

• Recursive DNS LB & Screening

• DNS 64

LB 64

LTM  - NAT 64
IPv6





DoS protection

• Secure against  L3-L4  D/DOS attacks

• 120+ DoS vectors & Hardware-based 

DoS protections

• Dynamic IP intelligence & Blacklisting

• RTBH & Accelerated IP Shun (auto-

blacklisting)

• Port misues policy protection

Manageability and Visibility

• High speed customizable FW 

logs/Syslogs

• Granular reporting on attacks

• Centrally managed with BIG-IQ

• On-demand rules compilation

• Self-tuning DDoS threshold settings

• Simplified NAT/PAT work flows

App-centric policy 

enforcement

• Application access controls

• Simplified policy management 

• Extensibility with iRules





Load Balance

Distribute application load 

across multiple servers to 

increase availability

Health Monitoring

Verify health and performance 

to check the status of 

applications and resources

Connection 

Management

Mirror connection and 

persistence information to 

prevent interruption in service

Traffic Steering

Direct a particular type of traffic 

to resources designed to handle 

that type of workload



TCP Optimization

Enable state-of-the-art 

optimization to dramatically 

improve mobile performance 

(OneConnect)

Emerging Protocols

Leverage new technologies  

like SPDY, HTTP/2 and 

WebSockets without re-

architecting

Compression

Compress data from 

applications to reduce traffic 

and overcome latency

Caching

Offload repetitive traffic from 

application servers to improve 

performance and scale



Data Protection

Encrypt traffic with a choice of 

ciphers suites based on policy, 

compliance, or mobile needs

Perfect Forward 

Secrecy

Protect customer privacy from 

future decryption with a unique 

key for each session

Key Protection

Protect and manage keys with 

hardware security modules for 

physical, virtual, and AWS cloud

Visibility and Control

Remove the blind spot that is 

created by encryption  for 

inbound and outbound traffic
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Characteristics

• Outbound user inspection

• UserID and AppID

• Who is doing what?

• 1K users to 10K web sites

• Broad but shallow

Corporate

(users)

F5 Application Delivery Firewall

Internet 
Datacenter

(servers)

Characteristics

• Inbound application protection

• Application delivery focus

• 1M users to 100 apps

• Narrow but deep

• 12 protocols (HTTP, SSL, etc.)
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“Next generation” firewall

Characteristics

• Outbound user inspection

• UserID and AppID

• Who is doing what?

• 1K users to 10K web sites

• Broad but shallow

Corporate

(users)

F5 Application Delivery Firewall

Internet 
Datacenter

(servers)

Characteristics

• Inbound application protection

• Application delivery focus

• 1M users to 100 apps

• Narrow but deep

• 12 protocols (HTTP, SSL, etc.)

F5 Application Delivery Firewall

Secures Users when 

they are on the 

corporate network

Secures Apps 

wherever they Live
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Application
Access

Network
Access

Network
Firewall

Network DDoS
Protection

SSL DDoS
Protection

DNS DDoS
Protection

Application

DDoS Protection

Web Application
Firewall

Fraud
Protection

Virtual

Patching



https://synthesis.f5.com/

https://devcentral.f5.com/

https://ask.f5.com/

https://ihealth.f5.com/

https://university.f5.com/

https://synthesis.f5.com/
https://synthesis.f5.com/
https://ask.f5.com/
http://ihealth.f5.com/
http://university.f5.com/






110+ L2/4 
DDoS vectors

Even with vCMP

enabled.



Reaper Threshold
• Controls when connection reaping occurs

• Uses variety of algorithms
• 1st: Longest Idle Connections 
• 2nd: Bps/PPS/Throughput Statistics
• 3rd: Random Eviction

• Always avoids reaping BigIP-initiated 
connections

Future Plans
• Per-VS Connection Table Quotas for both ALL flows, and for “Slow” 

Flows

• Additional User-Specified Reap Choices: Geo-based, Port-Based, 
Oldest

TCP SYN Cookies to challenge  

Client TCP stacks
• Configurable Threshold (Global)

• Kicks in only when needed











Malformed/Protocol Violations Detection

DNS DOS Detection by Query Type
When to report and attack. Absolute and 
Relative Increase Detection Thresholds

SIP DOS Detection by Method
When to report and attack

Absolute and Relative Increase Detection Thresholds




