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CLOUD SDN
(OPEN NETWORKING FORUM)

NFV
(ETSI NFV WORKING GROUP)

General Purpose Compute
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Elasticity

Orchestration

Automation

Isolation

Networking Abstraction

CP/UP separation

Reconfigurable 
Networking for faster 

innovation

Common APIs

HA Architectures

CAPEX/OPEX savings
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Cloud deployment models

Public Cloud

• Available to anyone

• Shared infrastructure

• Lower costs

Private Cloud
• Secure environments

• Only customer has access

• Physically isolated

Virtual Private Cloud

• Pool of shared computing resources

• Logically isolated through separation 
of IP subnets / virtual 
communications

Hybrid Cloud

• Combination of either in-house or 
private cloud with public cloud

• Allows secure sensitive data and 
efficiencies of non-sensitive data

ControlConvenience
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Types of Cloud Computing Services

Infrastructure as a Service (IaaS)

Platform as a Service (PaaS)

Software as a Service (SaaS)
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NFV vs VNF

NFV

MANAGEMENT 
& 

ORCHESTRATION

Virtualized Network Functions (VNFs)

VNF VNF VNF VNF VNF

NFV Infrastructure (NFVI)

COMPUTE STORAGE NETWORK

HW resources

Virtualisation Layer

VIRTUAL
COMPUTE

VIRTUAL
STORAGE

VIRTUAL
NETWORK
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SDN and NFV - working together ?

Traditional DC Enterprise



© F5 Networks, Inc 8

SDN and NFV - Managed Router using NFV

Traditional DC EnterpriseNFV enabled DC

Router VNF
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SDN and NFV - Managed Router using NFV + SDN 

EnterpriseNFV enabled DCNFV and SDN enabled DC

WAN 

Optimization
OpenFlow switch

Router VNF
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Transition to the Cloud

Security perimeter change
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On-premises
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Traditional data centers & staff maintained full control

Traditional DC strategy

Dev 

& test

ERP,

CRM

LOB 

(HR, Acct.)

Custom 

apps

External 

websites

Packaged 

apps

Data center boundaries 

providing protection

IT staff ensures availability, 

performance, and security
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under one infrastructure

Mobile 

apps
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On-premises Public cloud
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Trading control for agility and cost savings

The DC evolution

Dev 

& test

Mobile 

apps

ERP,

CRM

LOB 

(HR, Acct.)

External 

websitesPackaged 

apps

Traditional data center 

perimeters are dissolving

CIOs trading control for 

agility and cost savings 

?

Custom 

apps

72% of orgs expect to put more 

than half of workloads in the 

cloud by 20171

Sources: 1Research report for Verizon

SaaS 

apps
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A new world of complexity and risk emerging

90% of organizations are 

concerned about public cloud 

security1

Cloud vendors deliver a services-

centric model via disparate 

building blocks (i.e. data, app tier, 

DNS…)

Availability and security limited 

to infrastructure and the 

individual services; not the apps 

Sources: ¹Cloud Security Spotlight Report

On-premises Public cloud
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SaaS 

apps

Dev 

& test

ERP,

CRM

LOB 

(HR, Acct.)

Mobile 

Storage

Database

Commerce 

Analytics

DDoS

Analytics DNS

VPN
App.

Security

Mobile 

Storage

Commerce 

DDoS

Database

Identity

Load 
BalancingDNS

Website

Load 
Balancing

?

StorageDatabase

DDoS

AnalyticsWebsite DDoS
DNS

Mobile 

apps

External 

websitesPackaged 

apps

Custom 

apps



Public Cloud - Shared Responsibility Security Model

CP Global 
Infrastructure

Data Centers

Zones

Regions

Edge

Locations

Networking Services

Compute Database Storage

Deployment & Management

Client-Side Data 
Encryption & Data 

Integrity Authentication

Server-Side Encryption 
(File System and/or 

Data)

Network Traffic 
Protection (Encryption, 

Integrity, Identity)

Operating System, Network and Firewall 
Configuration

Platform, Applications, Identity & Access 
Management

Customer Data Customer’s responsibility

• Protecting the 
confidentiality, integrity,
and availability of their
data in the cloud

• OS and
application-level security

Cloud Provider responsibility

• Providing a global secure
infrastructure and services
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You can’t secure what you 
don’t know
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Traffic ContentClient Information Application Health

Control through context

+ +
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1. Client context in security

Device Browser Geolocation IP intelligenceOperating
system

OS
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2. Traffic context in security

XSS

XSS

SQL injectionSYN flood FraudUnauthorized 
access
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Server
status

Resource
capacity

Software
type/version

v3.1

App
vulnerability

???

App health

3. Application context in security
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Traditionally, data was secure inside the perimeter

Authorized

User

Managed 

Devices Apps Data

P E R I M E T E R  S E C U R I T Y

Unknown

Users
Malicious

Users

Authorized

Users
DLP Firewall IPS
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The Perimeter has dissolved…

Authorized

User

Managed 

Devices Apps Data

P E R I M E T E R  S E C U R I T Y

…and Zero Trust is the new mantra

ZERO TRUST
Untrusted

Users
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F5s Access, Identity, and App Protection Solutions

F5 APPLICATION PROTECTIONF5 IDENTITY & ACCESS MANAGEMENT

PROTECT APPLICATIONS
Safeguard your apps, regardless of where they live

PROTECT ACCESS & IDENTITY
Enable secure access for any user on any device 
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F5s Access, Identity, and App Protection Solutions

F5 APPLICATION PROTECTIONF5 IDENTITY & ACCESS MANAGEMENT

SSL Inspection & Interception

WAF DDoS Protection

DNS Security

Web Fraud Protection

IP IntelligenceCarrier Class Firewall

Identity Federation

App Access Mgmt

Enterprise Mobility Gateway

Secure Web Gateway

Remote Access
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F5s Access, Identity, and App Protection Solutions

F5 IDENTITY & ACCESS MANAGEMENT

F5 SilverlineVirtual Edition Purpose-Built 
Hardware

SSL Inspection & Interception

F5 APPLICATION PROTECTION

WAF DDoS Protection

DNS Security

Web Fraud Protection

IP IntelligenceCarrier Class Firewall

Identity Federation

App Access Mgmt

Enterprise Mobility Gateway

Secure Web Gateway

Remote Access
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…integrate with existing controls to enhance security

NGFW

Vulnerability Scanning

IDS

Packet /  Forensics

Data Loss Prevention

HSM

APT Scanning

IPS

P A R T N E R  E C O S Y S T E M

F5 APPLICATION PROTECTIONF5 IDENTITY & ACCESS MANAGEMENT

SSL Inspection & Interception

WAF DDoS Protection

DNS Security

Web Fraud Protection

IP IntelligenceCarrier Class Firewall

Identity Federation

App Access Mgmt

Enterprise Mobility Gateway

Secure Web Gateway

Remote Access
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Identity and Access Management (IAM) Solution
Securing access to applications from anywhere
Authentication, Authorization, and SSO to All Apps

Remote Access and 

Application Access

Identity Federation

Secure Web Gateway

Enterprise Mobility 

Gateway

Application Access

Mobile 

Apps

Internet Apps

Enterprise 

Apps

Cloud, 

SaaS,

and Partner 

Apps

Internet AppsInternet

Virtual Edition Chassis Appliance
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Powerful, secure SaaS/Cloud Federation Access
On-Premises 

Infrastructure

Corporate
Applications

Users

Intruders

SaaS/Cloud 

Providers

Office 365

Google
Apps

Others

Directory
Services

Corporate 
Users

Identity 

federation

SAML

Real-time access control
Access policy 
enforcement

SAML

Identity management
Multi-factor authentication

BIG-IP Platform

Load Balancing + 
Application Access + 

Access Policy 
Management

LTM APM
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Next Generation IPS Reference Architecture

2
GOOD BETTER BEST

Untrusted 

Networks

Partner

Extranets,

Internet

ADC NG-IPS ADC 

Protected 

Networks/

Resources

BIG-IP Local Traffic Manager

BIG-IP System

SSL (En/De)cryption
+ Load Balancing

Control iRule

Protect iRule

Remediation API

BIG-IP System

IPS
Signature-Based 
Threat Detection

Legitimate
Users

Malicious 
Attackers

Malicious attacker is identified and blocked by NG-IPS

NG-IPS sends blacklisted IP information from remediation API to ADC

ADC begins blocking malicious attacker

Next-Generation IPS-Integrated ADC Infrastructure

Simplified Business Models
1

2

3

3
2

1

Carrier/SP
Data Center

Enterprise
Data Center

MSSP
Data Center

SSL (En/De)cryption
+ Load Balancing
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Application Protection  Solution
Protecting your applications regardless of where they live
Bringing deep application fluency and price performance to firewall security

EAL2+

EAL4+ (in process)

Network
Firewall

One Platform

Traffic
Management

Application

Security

DNS

Security

SSLAccess

Control
DDoS

Protection

Web Fraud 

Protection

DC FW  (in process)

WAF  (in process)

DDoS  (pending)
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F5’s Approach to Application Security

IDENTITY AND ACCESS MANAGEMENT (IAM) APPLICATION PROTECTION

Protecting your Applications and Information – Wherever they reside
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Service Provider NFV

Service Chaining
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Service Providers - Service Chaining

SFF1 SFF2

FW1 DPI2

VIPRION Platform

FW1

Traditional 

Model

DPI1 DPI2
PCRF

PCRF

Gx

Gx

DPI1
SDN Controller

LB

F5 as ingress ‘Service Classifier’

- Adds NSH header based on policy assigned by PCRF

- Forwards packets based on forwarding rules pushed 
by SDN controller (or using static routes)

F5 as egress ‘Gateway’

- Removes NSH header and forwards to internet

- Based on auto-lasthop feature return traffic will 
get the right NSH and traffic gets forwarded to 
appropriate nexthop

(optional)

SDN Controller

- Pushes NSH forwarding rules 
into all NSH-aware nodes

Evolution Path

- Keep PCRF to control per-
subscriber service chaining

- Keep BIGIP for contextual 
classification of traffic 
(including Radius attributes)

- Migrate from proxy-based 
forwarding in BIGIP to SDN 
based forwarding using NSH
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Service Function Chaining of F5 VNFs Using Network 
Service Header (NSH) 

vS-GW

vP-GW

vMME

Internet

vPEM vCGNAT vFirewall

v-URL 
Filter

vLB

VAS Services

NSH enabled Overlay Network
(VXLAN, VXLAN-GPE, etc.)

• Service Function Chaining:  Using 

Network Service Header (NSH)

• NFV Controller: Instructs each service 

function how to pass traffic

• NFV Gateway Node: Classifies and 

injects context into each packet



Martin Oravec
m.oravec@f5.com

+421 908 747 633


